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1. Vé san pham
HSOC Platform la nén tang trung tAm diéu hanh an ninh mang do HPT phat trién, hgp nhat cac nang luc thu thap dir liéu, quan ly su

kién, phat hién, diéu tra, quan ly su ¢6, ti ddng héa phan (rng va bao cdo trén mot hé sinh thai. Nén tang dugc té chirc theo kién tric
mo-dun, cho phép chia sé dit liéu, nglr canh, chi bdo xam nhap, canh bao va trang thai xt ly xuyén sudt vong doi sy ¢cd.

Piém ndi bat

. Hgp nhat SIEM, SIRP, SOAR, NSM, EDR/Agent, VM, Threat Hunting, Threat Intelligence va ASM.

e Thuthap da ngudn, chuan hda, lap chi muc, tim kiém va tuang quan theo thdi gian thuc.

° Hb tro luat/pattern, chudi sy kién, IOC, MITRE ATT&CK, Kill Chain, UEBA va phan tich bat thudng bang ML.

e  Quan ly toan bo vong ddi canh bao/sy ¢, céng tac theo vai tro va luu déu vét xir ly.

e  Tudéng hda phan iing bang playbook, h6 trg ché dé ty dong hodc cé phé duyét.

e Dashboard quan tri va van hanh theo thai gian thuc; theo déi canh bao, sy ¢, EPS, tai san, 16 héng, MTTD/MTTR.
e  Trién khai On-Premise, Cloud/SOCaa$S hoac Hybrid; uu tién On-Premise cho TBDU.

2. Kién tric nén tang hop nhat

2.1 Cac phan hé |l6i

PHAN HE MO TA CHU'C NANG

SIEM Thu thap, chudn héa, lvu trit, tim kiém, tuong quan, canh bao va bao céo su kién an ninh.
SIRP Quan ly canh bao/case/ticket va toan bd vong doi su c8, bang ching, lich s, ngudi xcr ly va SLA.
SOAR Piéu phéi cong cu va tu dong héa quy trinh bang playbook, hd tro phé duyét va nhat ky tirng budc.
NSM Phan tich luu lwgng mang thai gian thuc, IDS/NSM, phién mang, PCAP va nglt canh diéu tra.
EDR/ Agent Thu thap telemetry dau cudi, giam sat tién trinh, két ndi, file/registry va hé trg phan ng.
VM Quét, téng hgp, danh gia rui ro, uu tién khic phuc va theo déi trang thai 16 hong.
TH Truy van va ra soat chl dong trén log, mang, endpoint va Tl d& phat hién nguy co chua tao canh béo.
Tl Quan ly IOC IP/domain/URL/hash/file, lam giau, ddi chiu, chia sé va tich hgp vdi luat/playbook.
ASM Nhan dién tai san va diém phoi nhiém; lién két tai san, (6 héng, m&i de doa va sy c6 theo ngir canh.

2.2 Ludng dir liéu xuyén sudt

Ngudn dir liéu » Collector/Agent/API > Parse & Normalize < Index & Retention - Correlation/UEBA/TI > Alert > Case/Incident >
Playbook/Response - Closure - Dashboard/Report. Dt liéu va lich si duwgc duy tri xuyén sudt tir khi tiép nhan dén khi déng su' c8, hd
trg diéu tra, kiém todn va tuan thu.
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Duy tri tir khi ti€p nhan dén khi déng su c6
@ Kiém toan

|§Q Piéu tra E] Tuan tha

ky thuat chinh

HANG MUC THONG SO / KHA NANG

Ki€u trién khai

On-Premise & c4u hinh chinh; hd trg Cloud/SOCaa$ va Hybrid theo phuong én trién khai.

Nang lyc xtr ly

C4&u hinh tham chiéu 5.000 EPS; md réng theo tai nguyén tinh toan, luu trir va phan tach node. Khong gidi han
EPS/GB.

Ngubn thu thap

Firewall, IDS/IPS, WAF, EDR/EPP, server Windows/Linux/Unix, ing dung, CSDL, thiét bi mang, ha tdng 4o héa, cloud,
Office 365, scanner va ngudn tuy bién.

Giao thirc/két ndi

Syslog UDP/TCP/Secure Syslog, SNMP, NetFlow/IPFIX, WMI, Windows Event, file don/da dong, HTTP/HTTPS,
WebSocket, API, JDBC, Kafka/RabbitMQ, agent.

Tap trung 12 thang theo dung lugng va chinh sach luu trir dugc thiét ké. Ho trg raw log, index, backup va truy vét lich

Luu trit sur.
Tim kiém Full-text/keyword, bd loc da chigu, thdi gian, biéu thirc Boolean, nhém/aggregation, regex va truy van lich sur.
Tichhgp Tl 10C IP/domain/URL/hash/file; API; STIX/TAXII ho&c co ché tuong dudng theo module/tich hgp; MITRE ATT&CK.
Quan tri Giao dién théng nhat, RBAC, nhat ky quan tri/van hanh, c4u hinh luat, dashboard, béao céo, quy trinh va playbook.
APl & m@ rong API tich hgp céng cu bao mat, ITSM va ngudn di liéu; kién tric mé-dun/Marketplace hodc co ché tuong duong.
Bao cao

Theo thdi gian thuc, dinh ky ho&c theo yéu cau; hd tro xuat PDF, CSV, Excel, XML va glti Email theo c4u hinh.
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4. M6 ta chi tiét tinh nang

 Hb trg theo déi tinh trang mat log, gian doan két nSi ngudn thu thap, ty & parsing thanh céng va xu huéng tang trudng dir liéu phuc

vu capacity planning.

* Co ché& chuén héa dir liéu dua cac ngudn log khac nhau vé mé hinh di¥ liéu thdng nhat, gitip xay dung dashboard, béao cdo va luat
tuong quan dung chung trén toan hé théng.

* HSOC Platform hé trg kién triic Collector phan tén, cho phép dat collector tai cdc ving mang hodc don vi thanh vién khac nhau

nham gidm tai dudng truyén va dap &ng yéu cau phan tach ving bao mat.

4.1 Thu thap va quan ly dir liéu an ninh

Hb tro thu thap da ngudn bang ca push va pull; wu tién agentless, dong thdi dung agent cho telemetry sau, EDR va gidm sat toan
ven.

Collector thuc hién parse, normalize, timestamp, gén ngudn/host, lap chi muc va chuyén tiép dit liéu hodc xr Ly tai ché.

Hb tro ngudn chua cé sdn connector bang parser/quy tdc chuin héa tuy chinh; sau chuan héa van st dung dugc tim kiém, béo
cdo va tuong quan.

Giam sat trang thai thu thap, EPS, loai ngudn di¥ liéu va trang thai agent trén dashboard.

N&ng luc cdu hinh tham chiéu 5.000 EPS, c6 thé mé& rong bang céch bd sung tai nguyén compute, storage, collector/indexer va
phéan tach vai tro node.

Trién khai chinh On-Premise tai tirng don vi; toan bo log, dif liéu va qua trinh x& ly dugc thuc hién trong ha tang don vi. Kién trac
s&n sang md& rong sang Hybrid/Cloud.

4.1.1 Lwu trir, tim kiém va duy tri di¥ liéu

Luu trir log tap trung 12 thang va dugc sizing theo EPS trung binh/dinh, kich thudc sy kién, hé s6 nhan ban, backup va tang
truéng.

Hé tro full-text search, keyword, Boolean, regex, aggregation, truy van theo thdi gian, filter da chi&u va truy vét lich s& phuc vu
diéu tra, kiém toan va tuan thu.

D{r liéu dugc duy tri xuyén sudt tir ingest, chudn hoéa, phan tich, tao canh béo, ap hd sd su ¢6, thuc thi phan irng dén khi dong
sy co.

Hb trg danh gia muc do anh hudng theo tai sdn quan trong, mirc dd uu tién kinh doanh va ngit canh diéu tra nhdm giam canh
bao gia.

Cho phép xay dung nhiéu L&p phat hién gom use case van hanh, use case tuén thu, I0OC matching, behavioral analytics va
correlation nang cao.

Kho dir liéu tap trung hé trg diéu tra chuyén sau, pivot theo tai san, ngudi dung, dia chi IP, t&én mién, hash hodc ma sy kién lién
quan.

4.2 SIEM va phan tich nang cao

Tuong quan rule-based, pattern, chudi su kién va ngit canh theo thdi gian thuc; kich hoat trén mau su kién phic tap.

K&t hgp UEBA, ML/abnormal detection, user behavior, I0C, Kill Chain, APT detection va MITRE ATT&CK mapping.

Cho phép xay dung, diéu chinh, quan ly luat; phan loai theo ngudn, loai méi de doa, tai san va mic do nghiém trong.

HSOC Al Assistant hd trg hdi dap SOC, phan tich canh bao/su ¢8, bao céo trang thai va khuy&n nghi phan ng; viéc dung
chatbot cho tirng chirc nang phu thudc quyén va céu hinh.

Hb tro phat hién chubi sy kién phirc tap theo thai gian thuc; xdy dung, digu chinh va quan ly tap luat; phan loai canh bao theo
nguodn, loai ma&i de doa, tai san va mdc do nghiém trong.

Tich hgp Threat Intelligence vai IOC IP, domain, URL, file/hash; anh xa MITRE ATT&CK; STIX/TAXII hoac phuong thirc tuong
duang dugc cung cap theo module/tich hgp.

Cho phép theo déi SLA x(r ly, quéa han, thdi gian phan hoi va hiéu qua thuc hién theo cd nhan hodc nhoém van hanh.

M&i ho sa su' ¢ cd thé luu trir nhat ky diéu tra, bang ching, file dinh kém, hanh déng x(r ly va két qua khac phuc phuc vu kiém
toan sau nay.

SIRP cung cép cd ché chuén héa quy trinh van hanh giira Tier 1, Tier 2, Tier 3 va c4ac bd phan CNTT ctia don vi.
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4.3 SIRP va quan ly sv c6

Tao ho so/case/ticket tir canh bao hoac thu cong; phan loai, uu tién, gan ngudi xr ly, trang thai, thoi han va lich st thao tac.
Chuan héa cac budc tiép nhan, xac minh, phan tich, diéu tra, x(r ly, khac phuc, déng sy c6 va bao céo sau su c6.

Luu bang chiing, ghi nhan két luan/khuyén nghi va hé trg cong tac Tier 1, Tier 2, Tier 3 cung quan trj vién don vi.

Quan ly tap trung toan bd canh bao va sy ¢6; hd trg assignee, priority/severity, trang thai, bang chiing, lich sl thao téc, thdi han
XU ly va kha nang truy vét tir khi tao canh bao dén khi déng sy cd6.

Cho phép ap dung co ché phé duyét nhiéu cép ddi vdi cac hanh dong c6 nguy ca anh hudng dén hoat dong san xuat kinh doanh.
Hé trg tich hgp véi email, firewall, EDR, Active Directory, ITSM va c4c nén tdng bao mat khac théng qua APl hodc connector.
Playbook c6 thé dugc xay dung theo dang kéo tha hodc theo céc budc xir ly chuén héa clia té chire.

4.4 SOAR va phan trng ty dong

Thiét k&, tuy chinh, kiém thir, kich hoat va theo déi playbook; chay tu dong hodc yéu cau phé duyét.

Pigu phdi hanh déng nhu ¢6 lap endpoint, chan IP/domain, khéa tai khoan, cap nhat policy, thu thap bang chirng va glri thong
bao khi hé théng dich hé trg APl/connector.

Ghi log tirng budc, két qua va L6i thuc thi; gép phan giam MTTA/MTTR va chuén héa phan ing.

Hb trg digu phai co lap endpoint, chan IP/tén mién, khéa hodc vé hiéu héa tai khodn, cap nhat chinh sach, thu thap béng ching
va glri thong bao, vdi didu kién hé théng dich c6 APl/connector phu hgp.

Hb tro xay dung kich ban phan &ng dua trén két hop gitra cdnh bdo mang va canh bao endpoint.

D{ liéu endpoint dugc lién két véi dir liéu mang va su kién bao mat dé tang cudng dé chinh xac khi diéu tra.

Nang lwc NSM cung cap kha nang quan sat mang theo thoi gian thuc, hd trg xdc minh nhanh ngudn géc va pham vi truyén lan
clia sy co.

4.5 NSM va EDR/Agent

Giam sat thai gian thuc [6p mang, phat hién APT, signature, bat thudng, exploit, dich vu b4t thueng va C&C; hé tro session
search va PCAP.

Agent thu thap Windows/Linux log, ti€n trinh, k&t n8i mang, driver/image load, file/registry/configuration integrity va flat-file 'ng
dung.

Hanh déng phan hoi dau cubi dugc thuc hién qua EDR/connector phlu hgp, theo ché dé tu dong hoadc c6 phé duyét.

Hb trg c6 lap thiét bi, ngan chan tién trinh hodc d6i twgng doc hai va cung cap di¥ liéu dau cudi cho nén tang phan tich, didu tra
tap trung theo module EDR/Agent dugdc chao.

Threat Hunting hd tro xay dung gia thuyét diéu tra, truy van I0C hang loat va ra soat d4u hiéu tdn cong nang cao trén nhiéu ngudn
dir liéu.

ASM gilip nhéan dién tai san céng khai, dich vu phoi 16 va céc diém tiép xic c6 thé bi khai thac tir bén ngoai.

VM h6 trg xay dung quy trinh quan ly 16 hdng khép kin tir phat hién, danh gia d&n xac nhan khac phuc.

4.6 VM, ASM, Threat Hunting va Tl

VM hé tro quét dinh ky/theo yéu cau, xac thuc phat hién, chadm diém rui ro, khuyén nghi, khic phuc va quét lai.

ASM m& réng quan ly tai san/phoi nhiém va uu tién rui ro theo ngtt canh;

Threat Hunting hd tro truy van log, mang, endpoint va I0C nhdm tim d&u vét chua tao canh bao va md rong pham vi anh huéng.
Tl lwu va duy tri IOC, APT/campaign, théng tin CVE, khai thac, malware va ngudn ndi bd/bén ngoai; lam giau canh béo va hé trg
luat/playbook.

Quan ly vong doi chi bao, dé tin cay, thdi han hiéu luc va st dung 10C trong luat phat hién, diéu tra, playbook; cac truong
confidence/expiry can dugc xac nhan theo phién ban va demo.

VM phat hién, tdng hgp va quan ly 16 héng; danh gia rdi ro, uu tién khac phuc va theo déi trang thai. ASM nhan dién tai san va
diém phoi nhiém, lién két tai san, 6 héng, ma&i de doa va su c8 theo ng¥ canh.

Threat Hunting cung cap tim kiém, truy van va ra soat chl ddng trén log, mang, endpoint va Tl nham xac dinh ddu vét, m& rong
pham vi anh hudng va phat hién nguy cgd chua tao canh bao.

Hb tro xuat ban bao cdo phuc vu kiém toan nédi bod, danh gia an toan théng tin va cac yéu cau clia co quan quan ly nha nudc.
C4c biéu dd xu hudng gitip theo dbi thay d8i mdrc do rui ro, hiéu qua xtr ly va mdc do tuan thd theo thdi gian.

Dashboard dugc thiét ké theo nhiéu tang théng tin tir lanh dao, quén ly dén van hanh ky thuét.
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4.7 Dashboard, bao cao va Security Posture

Dashboard theo vai trd cho lanh dao, quan tri va van hanh; hién thi canh béo, su ¢8, severity, xu hudng, trang thai xc ly, EPS,
agent, tai san va 16 héng.

Theo d6i MTTD, MTTA, MTTR theo di¥ liéu vong ddi canh bao/sy cd va cau hinh KPI.

Hb tro dashboard/bédo cdo cap Tinh, cdp don vi va tuy bién giao dién theo nhu cau;

B4o cdo dinh ky, bao céo quan tri, bdo cdo sy ¢8, bao cédo tuan thi va xuat di liéu phuc vu kiém toan.

Dashboard t8i thi€u hién thj s6 lugng canh bao, su ¢8, severity, xu hudng, trang thai xir ly, MTTD va MTTR; déng thoi theo doi tai
van hanh, tai san, 16 héng va méi de doa.

Hé tro dashboard theo vai trd, bao céo c4p Tinh/cap don vi, giao dién tiéng Viét va thém bét giao dién theo yéu cau; pham vi ty
bién phai dugc chirng minh trong demo/UAT.

Hb tro canh bao sédm khi xuat hién bat thudng vé hiéu nang hoac L6i tich hgp anh hudng dén dich vu nghiép vu.

Cho phép hién thij tinh trang dich vu CNTT quan trong trén cling giao dién vdi chi s8 an toan théng tin.

C6 kha nang k&t hop dir liéu giam sat ('ng dung vdi su' kién bado mat dé xac dinh nhanh nguyén nhan géc khi xay ra sy cé.

4.8 Theo doi API va rng dung

HSOC Platform c6 thé tiép nhan log/metric/trang thai tir API, (rng dung, web service va ha tang cloud théng qua API,
HTTP/HTTPS, agent hoac connector.

C4c chi s6 availability, response time, error rate va truy vét diém nghén kiéu APM dugc dap ing thong qua module/ngudn giam
sat tich hop.

H6 trg kiém tra tinh s&n sang, thdi gian phan hoi va 16i API/éing dung; di¥ liéu gidm sat dugc dua vao dashboard, canh bdo hoac
quy trinh x& ly tiy theo connector/module tich hgp.
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5. MO hinh trién khai

MO HiNH

On-Premise

MO TA \

Thu thap, xt ly, phan tich va luu trir trong ha tang don vi; log thé khéng rdi site. C6 thé chi chuyén metadata
canh bdo cho ddi ngli SOC qua kénh bao mat.

Cloud /SOCaaS

Log dugc chuyén qua kénh VPN/ma hda t6i ha tang SOC tap trung dé x(r ly, luu trir va quan ly tir xa.

Hybrid

Phan b6 xt ly/luu trit gitta on-premise va cloud; gilt dif liéu nhay cdm tai chd va sir dung nang luc tap trung
cho phan phu hgp.

Kha nang mé rong

M& réng EPS/GB ngay bang bd sung compute, storage, collector/indexer va phan tach vai trd node ma khong thay déi kién tric

téng thé.

B& sung ngudn dif liéu bang connector, parser tuy chinh, agent ho&c API.
B& sung phan hé va kich ban van hanh theo mé-dun, tich hgp/Marketplace hodc co ché tuong duong.

S&n sang md rong tir On-Premise sang Hybrid/Cloud theo chinh sach dit liéu ctia don vi.

Quan tri, tich hop va chuyén giao

Quan tri tap trung, phan quyén theo vai trd va pham vi don vi/tenant; luu nhat ky quan tri va van hanh.

Cau hinh chinh sach, rule, use case, dashboard, bdo cédo, workflow va playbook theo dac thu dan vi.
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